«OCTOPOKHO, MOLUEHHHKH !»

Ipoxypatrypa Kuposckoro paiiona r. Yot nndopmupyer o meroaax,
cnocobax copepieHns KHGepMOIEHHHYECTB.

B ycnoBusx paszsutus UMPPOBOH IKOHOMHKH, SMEKTPOHHBIX IIATEKHBIX
CHCTEM [EPCOHANBHBIX 3NEKTPOHHBIX YyCTpoiicTB M HHTEpHETa CTpeMMTENbHO
BO3POCIIO KOJIMYECTBO COBEPIIEHHBIX C HX HCIIONB30BAHHEM ITPECTYTUIEHHH.

CoBepLIeHH IO IAHHON KAaTeropuy NpecTyIUieHHH cnocobeTBYIOT I0BEPYHBOCTD

AH, HEeJIOCTATOYHAS HX OCBEJOMIEHHOCTD U NPeHEOPEHHUTENEHOE OTHOLICHHUE K
3/IEMEHTApHBIM npaBunaM 6e3011acHOCTH.

Jlas npeaynpexaeHHs NPOTHBONPABHLIX AeiicTBRii B oTHOWenHH Bac no
AHCTAHIHOHHOMY XHINEHHIO JeHEKHBIX CPEACTB BAXKHO 3aNOMHHTS caelylomee.

Corpyaunku Ganka mo Teseony HJIH B 3IEKTPOHHOM NHCbME He
3anpalHBaloT:

® IEPCOHANIBHBIE CBENIEHHUS (Cepys U HOMEp MNACTIOpTa, aIpeC PeruCTPaLHK, HMA
4 haMuIHa Bnagenbia KapTel),

© pexBu3uTEL, cpok aeitctBust, [TMH- n CVV-koasl 6aHKOBCKHX KapT;

e mapomu uau Kopbl u3 CMC-coobieHuit Uis NOATBEPKACHHS (HHAHCOBBIX
onepauuii Wix UX OTMEHBI,

® JIOTMH H Napo/h A% BXOAA B IMYHEINA Kabuuet kinenTa Ganka. COTpYIHHKH
GaHKa TaKKe He MpelaraioT:

® YCTaHOBMTh MPOTPAMMEI YJAQNEHHOrO AOCTyna (WiH WHBIE CTOPOHHHE
NPHJIOXKEHAS) Ha MOOH/IbHOE YCTPOHCTBO M PaspelliiTh MONKIIOUEHHE K HHM TOA
[Pe/UIOroM TEXHAYECKOH NIOJIEPHKKH (HAnpHMep, yAaneHue BUPYCOB);

e nepeiitu no ceblike H3 CMC-coobmenns;

o BKIIOYUTH NEpeajipecalMio Ha TenedoHe KIHEHTA Ul COBEpIUCHHA B
nanbHeleM 3B0HKA OT ero UMeHH B GaHk;

® 110/l MX PYKOBOJICTBOM NEPEBECTH ISl COXPAHHOCTH JACHEHNHBIE CPEeACTBA Ha
«auMIEHHBIE» WM «6e3onacHbie» cuéTa;

e 3aiiTu B onnaiin-kaburer no ccuike W3 CMC-coobLIeHHS HIH 2IEKTPOHHOTO

nNUCbMa.

Bank MOXeT HHHUMMPOBaTL OofmEHAe ¢ KJIHEHTOM TOAbLKO s
KOHCYILTAUMI 10 NPEJOCTABISEMbIM YCIyraMm.

TTpw 5TOM 3BOHKH COBEPIIAIOTCS C HOMEPOB, YKa3aHHBIX Ha 0GOPOTHOM CTOpOHE
KapTEl, Ha OhUIMATBHBIX caiTax u 6aHKOBCKUX 0KyMeHTaX. MHkle HoMepa He uMeIoT

HHKAKOro OTHOILEHUs K GaHKy.

Yrobbl He CTaTh KEPTBOH AHCTAHUHOHHOIO MOLICHHHYECTBAa CJeayeT
HCMOAB30BATH TOABKO OPHUHANbHBIE KAHAJILI CBA3H:

o hopMsl 06paTHOIE cBs3M Ha caiite 6aHKa i B MOOHIIBHOM NPHJIONKEHHH,

o TeneOHbl MOPAYHX JTHHHI;

© IpyNIBI WK 4aT-00Thl B MECCEHKEPaX (€C/IH TaKOBBIE HMEIOTCS )



Baxkno NOMHHTH, 4TO MoOHIBHbIe npuioxenns OaHkoB caeayer
CKAYMBATHL vepes opuuMANbHBIC Marasuubl (App Store, Google Play u T.11.).
Heo6X0IMMO YYHTBIBATH, YTO JEpIKATEb KAPTHI 0053aH CAMOCTOATEILHO obecrneyuTsb
KOH(HICHLHATEHOCTE €e PEKBU3UTOB H B ITOH CBA3N u3beratn:

o noakmoYeHus K obwenoctynHbiM cetam Wi-Fi;

e ucnons3opakus [TUH- win CVV-Koz0B NpH 3aKa3e TOBApOB H yCIIyT H€ped
cetb «MuTepHeT, a TaKKe no Teneony (dakcy);

e COOGIICHNA HA3BAHHBIX KOJIOB TPETHMM JIHLIAM (B MPOTHBHOM CITyHae mobsie
OTepalLKH, COBEPIIEHHBIE C HX HCIOMB30BAHUEM, CUHTAIOTCS BBLIMOJHEHHBIMH CaMHM

JlepateneM KapTbl H He MOryT ObITb ONPOTECTOBAHbI).

Mpu uenoab3osannu 6aHKoOMATOB oTaaBaiiTe npeAnoYTeHHE TEM, KOTOPLIC
YCTAHOBJEHB! B 3AMHIMENHLIX MecTax (HAnpaMep, B rocyupexiennsx, ojucax
6anKoB, KpYNHBIX TOprosbix nentpax). Iepes ero HENoILIOBANHEM, OCMOTpHTE
n ybeaurech, 4TO:

e BCE OMEpALHH, COBEPLIAEMbIE MPEBIAYLIHM KIHEHTOM, 3aBEPIICHEI,

e Ha KJABHATYPE H B MECTE JUIA IPHEMA KapT HEeT AOMONHHTEIbHBIX YCTPOWHCTB;

® OTCYTCTBYIOT HCHCIIPABHOCTH H HHbIE OBPEHICHHS. Cosepuiasi OrnepaLnH, He
NPHCITYIIHBAATECH K COBETAM HE3HAKOMBIX Nofieii K He NpUHKUMalTe UX NOMOILLB.

Ipu HCHOAL30BAHHH COTOBBIX Tenedonos (cMaprgoHoB) cobonaiire

caeqylouHe NpaBHia:
o npu ycTaHOBKE MOGHIBHBIX NPHIOKEHUI obpawaiite BHMMaHHE Ha

[OHOMOYHS, KOTOpble OHH 3ampauinBaioT. ByasTe OCOOEHHO OCTOPOKHBI, ECTH
NpHJIOKEHHE MPOCKT IpaBa Ha UTEHHE anpecHoii kHurH, otnpasky C MC-coobmenui
1 WHBIX yBeZOMIEHH, 0CTyN K ceTH «HHTepHED;

e OTKIOYHTE B HACTPOHKax BO3MOXHOCTE HCIOJNB30BAHHA TONOCOBOTO
ynpas/eHus MpH 3a0I0KHPOBAHHOM KPaHE;

e He nepexomute No cchuikaM w3 CMC-yBefoMeHnH, pasiMiHbIX HATOB H
MECCEH/DKepOoB, He yOeIuBIIHCh B HX JOCTOBEPHOCTH (nepe3BaHuBaliTe MOAIM HX
[IpHCIaBIINM);

e He nepeuucnsiiTe JEHeXHbIE CPEACTBA 3HAKOMBIM, DOACTBCHHMKAMH H
GnuskkM JUUAM HA MX TpockGhl O nepepojie NCHEKHBIX CPEACTB M3 CMC-
yBeZOM/IeHHH, pa3MYHbIX YATOB H MECCCHKEPOB, He ybemuBmIMCH B HX
JOCTOBEPHOCTH (Mepe3BaHUBaliTe JIOAAM HX NPUCTABIIHUM);

[pu WCnoAb30BAHHH WHTEPHET-CEPBHCOB, B TO WHCJIE A1d NOKYNKH H
NpoAa’kH TOBAPOB H OKA3AHHH yCAyr (Asuto, IOna u T.0.) 3aNOMHHTE psij
NpoCThIX NpaBHI:

e BCIoNb3YiiTe CpeAcTBa 06LIEHHS, IPEOCTaBICHHbIE JAHHBIMHA calitamu;

o He [1EPEXOMUTH Ha MHMBUJYAIBHOE OOLIEHHE C TIOCTOPOHHHMH JIHLAMH C

MUCIONB30BAHUEM JIMMHBIX HOMEPOB 'reneq)ouon;




® He nepejasaiite CBOM NeEPCOHAIbHbIE JAHHbIE, B TOM WYHC/IA ajpec
MPOXWBAHKS, KOHTAKTHBlE Tenedobl, GAHKOBCKME PEKBH3UTBI M KOJbI
MOATBEPXKAEHHS GAHKOBCKHX Onepaui;

° ucnonbayﬂ're TOJIBKO TOpSAIOK H d)Oprl Oru1aThel, MOMYYEHUA TOBAPOB,
NPEAYCMOTPEHHBIE JAHHBIMH HHTEPHET-CEPBHCAMH,

[pn onnare ToBapa u yeayr B cern «Hnreprer (ocoGeHno npn npHBs3Ke
K PeryisipHbiM NJaTeKaM HJIH aKKayntam) Tpefyercs Bcerjga y4HTBIBATH
BbICOKYI0 BEpPOSTHOCTL Mepexofa HA NOAJeNbHBIN caiT, cO3AaHHBLIA A%
KOMNPOMETAUMH KJIHEHTCKHX [JaHHBIX, BKJII0OYas MJaTeXKHbIEe KapTOYHbIE
AaHHbIE.

Jnas MUAHMH3AIHH BO3MOXKHBLIX XHINEHHH NPH NPOBEICHHH onepauuii ¢
HenoAb3oBaHueM ceTH «Mureprer» pexomenayeres:

© 0()OPMHTE BUPTYJIBHYIO KaPTy C YCTAHOB/IEHHEM Pa3Mepa HHAMBHYIbHOIO
JIAMHTA, OrPAHHYHBAIONIEIO ONEpalMH, B TOM YHC/IE C HCMONb30BAHHEM APYrHX
6aHKOBCKHX KapT;

® BHHMaTenbHO 4YHTaTh TeKCTBl CMC-cooOuieHuit W HHBIX YBEJIOMJEHHH C
KOJaMM TOATBEPKICHHH, TPOBEPATE PEKBU3HTHI onepauui. ECNTH pEeKBH3WTHI He
COBIAJAIOT, TO TaKO# Napoib BBOAUTS HENB34.

Korpa 0GaHK CYHTaeT coBepiiaeMbie OT HMEHH KJIHEHTa ONEpalHH
NOA03PHTEALHBIMH, OH MOXET 10 cBoelH HHALHATHBE BpeMeHHO 3a6J10KkHpoBaTH
aoctyn k cepucam CMC-6anxa u onnaiin-kabunera.

Ecnu onepauyy coBepIeHE! AepikaTeneM KapThl, U1l OBICTporo Bo30OHOBJIEHHS
JIOCTYNA K AEHEKHBIM CPE/ICTBAM AOCTATOYHO MO3BOHMTH B KOHTAKTHBIH LEHTp GaHKa.
B cny4ae yTepn WM CMeHbl HOMepa TeieoHa, NPUBI3aHHOTO K GaHKOBCKOH KapTe,
HeoOxomuMo:

o cBs3aThCA ¢ GaHkoM s oTkioueHus yenyru CMC-yBeomnennus;

o 3a6JIOKMpOBATh CHM-KapTy, oOpaTuBLIMCE K coTOBOMY omnepatopy. [Tpu
BO3HMKHOBEHMM Maneiinx TMOJO3peHHH HacyeT NpeANnpHHUMAEMbIX IIOMNBITOK
COBEpILIEHHA MOIIEHHHYECKHX JeACTBHI Cle/lyeT He3aMeMTHTENbHO YBeAOMAATL 06
310M GaHk.

CobmiofienHe  NPHBEAEGHHBIX MeP H  PeKOMEHAAuH  MO3BOJHT
NpPeAOTBPATHTH CJAYYAH JHCTAHNHONHOrO XHINCHHS IeHeKHBIX CPECTB.




